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Chapter 2 /emab)ﬁ Codlle

B [ems
- Tdentifier . a word tha can Lo used to name sh.

Can contain letters . "_ " qud numbers (ot stom Wivh )

an o ec:’ff }/

[va,[,ue /rvm[ue Mm@s / exfreQS/an ) &afewqfao( Aj a%}w W

*J’s S )

efX(;rMS/C)Vl . a Camézm-t:on 97" va[ues wu( /Dam;hms Which evatluniss

o a value .
Fuaction . Fives & hame b a parametenzed Compitaction
Frame ( stack Trame) . Jolols Variables A,@Ly,%nﬂ e 71;,7&,;),,, _
Block . codes between nw/c/wxj open & close cw{,‘.j bracog

Escape seguences . \ churacters | Fines the remainind harecters
sfecm,( mea,nmﬁ

selection &?Mwm / label | /Wnee&‘oo{aﬁ Afz‘ar Switeh / case
ng‘taifc Suigar . Short hanol for a Wrely o Commom TPerations
SWW / Semantics . Jrammatical niles / Meaning of progeams.

n Jariables
“Oleclaration + M%‘ixﬂmm
Camée%[vw@( : cm‘ra / type name ;
or combined . int g - expression ; J) Initialization
Uninitialized varable |
the value of u will he whatever value Aﬁﬁgm@jtoéemﬂe

W Lo cation frw/ms/g«/



| OfuortorS.
o }’nat/\.ema:t;cﬂj WM o, -, %, /. Z

Yool

( Freceatance
rules
l assoo}atiu;ty
Lojzcd sperators
¥ Pelational operators . ==, l=. <2< > 5=

o | t‘swijpualb-/‘,/\é-, WW

o 48 .11 evaluate the fint speransl ., if the entine fesuls is oletermined,
then the cecondl sperand is nst evoluoteol at all
¥ False = 0, Tne= ong non-zero palues.
= SCefe
_( Global
| Locud
t The scope of a local variable s within a block. i, botween ¢

the region of coole which ot & Vistble

where it 15 oleclaredd .



C/wf-fa 3 Tg/pes

't\lﬂ?e = Size + l:ni’uplvetat}@n_ |

[ | /4/M4n1>efs - /&araaua»e r{fheiea:hxiﬁmd.
. —Yh)‘!ﬂaf‘s .
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m Basic Data Types

type S1ze (typieal) | Harelware represextation / /ﬁelfww/bn

chos | byte (& bits) LAY = 4T (ASCIT chamcder)

* L{/)S;jmep( :

Int 4&%7‘[2 (32 bits) /1 ©0/0o00 = 200

P e,

* 34\541244 . 2's b’-mflemad'

]

(H[#3) | 2/ colooo ]f"ﬂ’"ffl L‘:\%‘:MEM‘!

Sion it 4 TF

(fsaz) /1011010 1

Ll
.

H33) rio 4 1Y ?ol o = ::E.é.
-Hoa‘f 4 ﬁj‘[e (32 bits) 1 bit| 8 bits 23 bitg

double 8 byte (b4 bits)

1 bit| 1 bits L2 Liﬁ

S/‘j/" 6)?0nerd' mantissa

( f/aa:tirg Pod nototion)

°Sﬁ01=t/bmj_

u 7%@5 af MW%
/. Censtant.
(i Defwwbl-: it or~ double

(i) Moolify TYPeS - apply a lemter suphix £

U- l/ms‘/rj/nu(
L - &mﬁ
-F - f/ood.'

a. Bx Vorables . w/LMW‘&Zpes ot ole claration

3, Ep(?/\ess)ons with é/‘ru»/y &Pua/'tors : el olo e

(1) ‘%‘7{’@(60 == 'fﬂ/’é(ez) == ‘b\«“),e ( el OF ex )

)
)-(”’)Sx mx 2



(1) Type (en != %6(22)
(i) Type conversion ( type promotion)
Ls  which compiler attempts to asled before [Sueing an error a9,
® Bit lepresentations must be chongedl .
Y smaller 9{74@( (T > /or\(?a‘ signeal T

S'/f‘j/n extended ( the ﬁjn bit Cvaeol an A.f})n?)ﬁ'a;te Ww,f

oS to fill in the acllitivnal bit )
eg., ~ [eleleTeloTeTiTe)

‘l
(eTile] —
bt

= 2

I'lj_'l:lllo[:m =g/

o)
W

2) Smaller uns‘gm@( int - [anﬁu buqs«r}n@( int .
2eto extendeol  ( the aolditionad bits are frites

®4 [Olelis) — Llelelol7Tol7Ta] = /o
3) Large,r Ut~ Shorter int |

with 2ermps )

bit pattern trunciled ( the most &f;mifw brts are tArnon oy )
4) o/o(-ﬁﬁe — ned type

‘fuﬂj eal culite t&”&f)rema:h‘m rf'&/%\mxﬁucf'tﬁeﬂw%e
© C/La,ndw‘rg Mi-/{e“byzpe 3 L?z*?d?%e/neé’

e.j.l, Co-rnfmfn:j a W\;‘/n,e,p( ot and an un%j/nep/ nt

In such cases. wzwu‘/ﬂs will be produ cel +he Comprler,

2.9.2, char + Wt s it as He ane sre bits Cr it thon o dan
OV&rf/our L On operation results [ a number thaz is too [a?e to be representes
Cundlerflow) by the result tupe of the operation



i) Castind
Ls which o pregrammer ewlpb'atlij reuests |
place the olesined type in parenrhesis Lerfore the enpression.
ed, inta=4, b=¢ ;
a/b - oo
a/ Colowble) b~ olouble, 0.8
a-b/2 — .2
a~b/2o0 —» oble . 1.&
d-b/xp — double , 1.8,

N Custom Pola Tg/])es.

(I) Struct
*  bundle mubtple wariables into a 9&%10 entity with a (,ooaxic«l Purpese.
° Corwention __.1:0;7_-[‘_

* Declare :
Struct _,&ec‘taﬂ-—‘t i $
nt a )
}f:/ Dm't fv'rdﬂd‘ N
peel St tag-t tagr.
o custom ‘fﬂl:)z
typedef Struct —tag 1 |
L\n?{‘a ;
} W—Tﬁ
use .
‘taj_f WﬁVM«J)[Q;
my Variable. a = |
ol

Struct ~tag_t wthaw‘a,Lle ;



(IL) ‘bg/Pe_ de-F .

) - W: Wole'la W 'byfe-mme,
. Conwedtion : ﬁt?"t

(i) name o type ﬂCCamO'\ﬁ to S meaning and use

eq., —bm;e@tﬁ (z(ﬂgrqufle,d it r?/l,_—t5
ot main ((void) {
l\%—--t /\69(157\&01.’6/%2;

p)

S

(i) Limit o oéeﬁnj-/z‘an 972 a pastioular

%toa%'n}&lo/acew%e
coole hase .

(=233 . 183 pegring )

(TII)  enum . enupmeraded ype

«  named corstant.

useﬁd-Foratgpeﬂfo&tawfﬁ/L 2 set of walues thal labelos]
oy their &mwFWJ fame
( the particalar numencal yalypg ééohﬁ”%.

\ o f/wﬂ vecur netturadly n o Seguesstind progressioy
CoSmtax . cnum _tag_t |

ITEMI;; V/4 :05:?&%,01‘@41&%“694
ITE{”U 4> vatue exlpb‘a‘f/(tj .
N ITEmMn
I';
Vool Pn‘nfl'tﬁm ( enum~t£:~7_T €num _ name ){r
Switch ( enum

r
name ) |
Case ITEMI 3

Case ITEmM> .

N
Nt






C/u%fﬂg %Anﬁw)&wuﬁ

5 Camf,&rf:mn ?mcess 07”5 Libiasies »
AP T T rker]  eede
r R T Compiler) T Assembler Linker
EC ’F’le_i Lc FMFMCQSSQ—G L ('cnf) L o(asy 4 [ cldy |
gee -E ~.c N -3 v . $ \1;%/
rtermeeliate assemétj ©blect executable
file (.3) c‘.]o) Program .

a /. ?m?mce%o/‘
Ly ( teke.c file + headers includoo!
I ex/%wo( macros

o # inclucde 00/:_2@‘/‘(/@5 © = Nt execuded

~ tell the Preprocessor to (iter cnelucly
e condlesiss »7" the nameel fife

~ Convesrction | use < >7‘797\9M@19/C’/L2A44m,
use " " o cuslernizeol feadlsrs
e What's in Aw&rﬁl&s :

O function protetype . - tells +he compiler that the Toncpon
EXISTS Semewhere o1 the Pregram
— tellg rﬂumWe + ajjum,e,ﬂ’ -7/2@5

anol nemlers & c%e@é,,na
= uu"ﬁmc-t«m ( double o c%m*b)

D Mmacrd . - advantae . © comvenient fom bult hanges.
S more readatle
® portability (eg, WILMAX b1 Linits))
(i) Deﬁrze A~conS tanit |

eq., # define Ewit EXIT. SUCCESS © -
b Stdlib. 4 .



(i7) “take abpuments , and expanded. Loxtually by the eompiler
The +ext rewav‘rv Foom -/-/w enpansion needs to be valid
ef ., # o(efme SQUARE (xy  ((x)% (%))
then SQUARE ( 4-3) world be @(/mméea( into .
( (Y-3)%(Y-3))

© type ol e dwratrions .
It can be tn stamdard C headers | such as .
- FILE type staio. h .
32 -t type i stdint. h Wj.uww/iﬁ be a 3>-bit signed ot
o any Y,)[a;tf)rm .
o1 can be wn custermized feaslers. with Sywtay tAe Same as
typedef.

- Gm?iﬁ?f

Lo reads the pre- processed gowrce coole . anol
Trans(otes [t info assemby.
. Assmlotj
O The lrwest [evel type of Auman readable code
O Lach Statement = one maching instuction
ey ask the um?;éw To optimize the code tr mabe +he msulzf»j
assembly run facter gee —o option.



° &?‘Y’kf;él\’l(j f/)md%s &
STEP 0« ZLexieal ,4,14,{,:79@

if /Mﬁﬁ% are /‘M%@J , or ;M%ﬁ/! (,AAMCDLM

o

eror it Aas (ncorreet 7nw (;‘/MW)
eg, m‘s%fﬁ semicolory |, wnoleclared |

ey nwalid 1;>r/’>resf4‘on C [+2+; ) , efc

STEP a . Semav‘c AW - ‘ije~a%eoéinj_

oletermines the W of every CHpression, acoom iy
oandl checks of #‘ﬁm Co-m/[)a’bfé/e With e W“j

being useo accoreling o W Specifs cactim
o checks ther ﬂﬂchms Aaune MIRT H nember aay
tppe of arpramets Passed 4o the,,
a3 Assembler
Ls  assemble the assembly ints an object Sile
o Object frle
— Comdains machine - execitable instructios ( Rumerical ezzc,;a/»«j)
— Wwfj re?”uence Tunctioms it doesn'y o(aﬁh,e
<., Hose tn C Lf‘ém{y . or wrtten Cu %\7@'&/5_
— each Sourct Plo Can be )mérufaéwé{j compiled o o
oéjear Fle,  to be Linkeo %



Q 4 Zinker
L, ¢ resolne the fffemsz% oF &éfeaf’fa’zé5 , e G

fmct}m, defined symbels .

Combine one ot more aﬁed Frles, Varsus Libraries
arol seme SWC&&& . avd produces the actund

executable érwj :

Lirué&r emots (Ll) .
O Wai errof- means .

- o not o{efvwfje WDI"
- oo not nclusle he aéje&t Fle that a&y@u +he Wa/ wlen Lmé/mﬂ

~ fﬁmeo[ Whs 9]2%7%9( as only visible wnside the .o.
(static)
® Don't mclude any 74‘&5 2w/ ce
D Don't#Hmelude < ....c>  apd .4 ondy contains prottype (not
the function’s definition)
O Must spe cifically reguest the Linked to Gnk with extarnal Uhmries
other than C Library | withvhe " " Pprion.

[ Tf‘/asﬁry&w‘,ﬁ with cc emors |
[. It (st emors are cenfwwzj fix the fist emr, W—bjfo
N,cmfr[e Aéfne a‘bﬁemF'&r@ to fix Hhem.
2. If parts uﬁémw:\»uj are complete wntfamiur
- WQWWI#WWM@ prakes sense, t@tomMMnym
— Wnot, Gosgle



3. Use editor’s festures to find mismatoheo braces ansd [ )s
4. Be Collf/‘oéen)" thwﬁxﬁrmm. It not wnderstand whad
wrmﬁﬂmo(&w‘boﬁx it 'fma{«na‘aw( be swre, rether dan

randomly <changing things.

Camf;,‘bﬁ options -
~ Wall = Wesor —WV?/n-Cawfm -Www‘ite,_sm‘r%g ‘Wwe-ﬁw‘%.






O(A,Ftcr b 723‘61"\:‘7 and D@éujj Mﬁ

|| Tz&tﬂ’ﬁ
Ls -ﬂrw{/nj lou% w coole .
Koy - incremental testing ( bottom-up) . one finc jﬁ‘f‘(mtﬂm,..

/. Black Bex TMI‘/\:‘j

Ls conside~ m,\bj tAe e/xloecre_o( behavior Jf the vémcti&ﬂ p
olevise test cages  which are U/ézg to be error prone

@ test the base ﬁACtI\J'LW(Jl'{'ﬂ df the coole
&  olevise Corner cases - HAAT Rguine s
Q. White Box ﬁs?/‘f\uy
L tavolve wmmﬁ the eoole o oéaw‘se_'t&s/?‘ cases — Lest c»

0, SWWW

T vy Statement i the V!Mct,*m & execiteo _
o odesieiom wv&nye

%6/*76

- all Foss«iblc vt come S df @QC/\SI\MS (667’ f'(’"’/"/é%,
Switeh/ case Choices) ape oxerciseo|

- ,‘.e,,-comwe/ja(ﬁedna contrs] f/mm/l(ff’é’)

* QCA«Mj/\“—f/" Cﬂﬂo{f@u/‘/»’wtﬁe@(mfa%n

QoW Inoves bhetuween 7%&7‘&;15 _

¥ a CPG isﬁromyﬁnwona#am,



5) (Pa;% cww\&je.

— 5’/94/1 all vatid Pax*ﬂs WCZF@S‘

3. @éﬁ/ﬁmﬁ?ﬂ Ta;fwﬁ

Ls  make swe the moolificaton Kave net broken m‘sthﬁ funcﬁméi‘x‘(j

o run the Mjm‘(m test surte whieh ( 0) ’UJ/AY@ ijraw‘aws ’
fome word ed MWW@%W@ ( ourtomated )
they STl work on the curmedt osdle | <® Aeﬁfedwé‘ywait.

4. Cooe Review

Ls coole WW~W To a reviewer

N Technijues Loty
I. Genercte Tosts
O how to fenerale .
acmo&‘nﬁ to Some aljm«‘t/un e, iterale
5  whal to Test
¢ answe —  implemest both the Complen /s ptimizecl algorithn

ond the 343«79[&;\/5’&”@/\ w%ﬁw,anp( tost
their results on many test Cages .

. ?nlpert:‘% —  check Ceptain preperties e Syctem should be



Ob—&‘\jw(, ard check 7%1~ wwn%@ S ety
w}u*p//i wa‘r\e a test Aarness - an additional WM
—to MMWWWW"VLVDWS ~f he coele .

Q. /}9%

Ly checking tnvanants maintained on the middle 2R oxe chion.
7 i

aWjWZLSWW a?ag/menf?mnf
® Add an assedt stalemerd where WMMW Invariant ghowtsf
ke tme . assesT (-Q/Xf)f‘)j

® If true, thea nw%uw foppeas |
T false. then prints a 7] ST an assection ofy g,
anl O/AJHSWW. (M)

) /(w]p aISerts active . which e sl olom i rneglicible.

To tum it Sff. pass the —Duogsue Priom to the compilin.

m Debuggig
Ly i bugs n coole pecursive ohsevat,,
“obsene a1 Tap FCWWM
| Phensmensm | | nestion 7 LAPP“J Expert frmledlye | ‘l
I Retute ™ Form a7
] Luggowgz y | Hoprelasis |

c H ,
. S I



> How to gocther infrrmation .
[ _Tnserst privct Stalomenst
2. Use o olebugger, g, golb
o Set érawéfm‘n:rs / watchApoints
| \L

om a fwm e  when a porticular Yo" OW%S_
® Once S'Copu(, examing the State 07 pregram /yj
?’T\A‘tf\’t? the values 47’ expressivns
& Continee e/xeart/):ﬂ erther # unttl the @Mﬁjﬂ\ Qf/ﬁ *La‘ta/\a//(g)
or ore Statemet at a time
*  The f,n-m_gp( Ww&; SW(J(, Le tes%/e andd ﬂC'tf:?'Mj?La_

/. Camtruc‘ro‘n\j +est cases

2. Jupecting the intamal stale of vhe progran
f e hypotheris suggests sth océmwm}rﬁ#mft
Peaches the Ppoirt where we chserve Hhe spmptom.
5y ,é}o(p&@ ASSErTS
to check f we are Vivlting an inveriadt o sur djﬂﬁﬁém_
4. Coole nspection.



o Be’fﬁr@ I\é\«em\,ﬁ o /y]Da—bllMé  Comsles~ thot mu(ybe Wffz‘[ﬂz errors
(n the Coele

0) 'D-eferf%z anest/\oevaﬁm of the 1% error, arol Ty 2o eleb
the second . 7

) C.mj%,.m‘fﬁa %/Sf?c)m Aat the 007?’1»6466 1 hedavior 2
i fact & Sipmpton of o difforest protlem.






Cﬂﬂfw 7 Ke cursisn
w Leocwsive ‘ﬁmct}fm
/. [eature &f recursive V@nc—t}m:
O Aowe a hase case ( a condition in whnh i Gn ge
an answer withaid cwééuﬁ ,‘-fse,éf’)
@ <the recursive case WWW towards A Wwe

> It works Iiy W‘rj%ﬁ‘fﬂmwm‘ww wors Wa—%y}
ondl using vhar Fact to make vhe cement case work comre ety

( noluction )
2. T/Lw:] 2 Aow to prove he. recussion will alweys tominate 7

O The j)amma#&s (Wenz‘s to be recursed ) 6 have
well - Wo(w‘rﬁ,

@ every time we are retursing with Values 4ot are ™ [egs than
whit was FA%(M

3. Wello srdoredd set

6 totod Wrbywwemywof%MMSa/&dW

el can be mﬁ%s ( number . ofata Structures , etc )
mal use oroinal numbers + Number the eloments

= W canhmkeameam vlzwcthm whieh WW?W
vedues ~o t/wnmbs/om&‘m/ls,

4. Bad algorithms make recursim very s Lr éy /%e,w‘mfu)/\n\,j +he

Same M millions .;7? +times



Solution . O &%wé the algorichm
O Memoization . kuping a tuble of volues

*

o Jail Recwrsion
C heaol recursim . perferm ComputictTon aft@r mnjwﬂ a recussive call
. I tarl recursim . the w@mmmw s the Wﬁw\‘ﬂ before
/‘Wu)«j_

e taml call . afmcv\maﬁ where the caller refiins
IMMEDIATELY AFTER the calleo V%mm returms
without WWM

Adusrtage . ©the cumrest frame can be rewsed |

® can be used ( pw andl must be ) as on alternative

for terstion flmm‘ml progamning [M‘m?“

. V—CM\ [ recureion <> turahon :
O Notwmal [nitializotiom 1 func ()
QD Credte a :/ﬂmc_A»sza()  Which tabes ALL voriables (rediked )

as WMMWS (
-
@ The hase case in func- helpt() s ! condition i

the while (/ms'!)

@ The recursive case X the ether Code execwtod in the &-79

ol U%Ac,b[/%r Wit L«fo(ﬂ‘ao{ G fmondts



For &xwiz :
* [teration .
func (=) |
initialization
while ( condition) ((
Some statements ;

X = ufﬂ(ﬁ‘:eo(_'?(;
} ans = va(ﬂ?&o(-ans;
retwn ans

u Mutual Recusrsion

Ls  “wo or mmore ﬁmctf‘o‘ns whith el cach other
(/nsiole Mﬁmcﬁm olsesn 'y ALFUre 12 el Som )

» Hm-&omfakewetﬁzﬂwidww?

> 7'/1,@ W{j Jelursive /Mfr irwé&s W ‘Z’awaNLg a /)age CA%,

Declaration .

= Wwrte the ?rato‘tm;e f‘”’ the second

E«ﬂm-P/L@ :

recursive olescesnt V)W“ﬂ ,

»* Jail recursion

ﬁl.c_/\ufa (X, ans )
it (! condition)
Tetumn ang

J

Some Statements ;
retwn ~une_ AMfer(
ufolaz‘eal_ X, L?Meol’_dws)).

bl

5
Punc () §

matiali zation .
7

[eturn ‘ﬁmc-héfeﬁ (x, ang) .

where % ﬁmch‘a'ns ( each parses

a szec«‘fr‘c fﬂw’r@f the \Mfﬂi) )rwz‘lul/tj recue 4o accmryab‘yﬁ

/DM% J\véS )
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%,F&r §  Pointess
= /Vlemo'j
/. Aodressf'tﬁ : |
* byte- addressable memry . each different addsess refers +
one byte vf oot , pamed by the Aardwore
* each Varable has a base adiress . which ik ong . byte
€9, & 32-bit int otcupres 4 byfes , je., g Spaces oF aclress
* The ggzedje pointers = the size ef Was ( /.., /wmug bitg
are used to name an address )

€Jo A 32-bit mackine fug Pornds with « bytes Ly 5‘42é - 0
Address olate |
Eample. e e N Y N
/ey , o ’
A 32-bit ~ (/ 6 | o = Yo"
%W’ X l{;{f | g (’/UZICI— S §
ST e T T e,
€2 _ /02 o ____ int ¥ p =
( x-d [o) it F 819( ’
!/ ©o o
_ Vi 4 o
bl l RZ log

NMote . Sizeof (wxy - 4 byles . botsoiy - ! byte per (e X¢,
sizesf ((p)= g bytes = ¢ bytes for an adlitpess
The %‘zeaj“pm%@rwt@yfooémféwtypz 1t Pointet,
2. /-7’ow7%75%@15awast:rreglin/m«mv—yj~

u/!&g Corwontion . the Ugumads ¢o o fmct«‘an resides in she
Stack ‘fm/mz of the ﬁncﬁm thal calls it



Stack local variables
T . va/\d’el into Stack ﬁvmes
( each below thoone that called i) vxooic p
* Before @Peaiz‘/ﬁ 'ﬁwnes for @ called v@uctf‘an,
1 k A retumn address will be stored
Static Data 5/01:611 variables , which are accessible wuihl the eatire Pregram
Codle program mstructions ‘%/p/ad@ 32 bit per inStaction

OX peopooo0 s NuzZ

3. MMO::I chuck tl3 e l/a,lg/n‘n.o( /_7/?90441\17\7-6-’-'&1&0%_

o x FEFFFFEF

n Pointers Bosics
Conc@l)-t ., a wanzt&f‘ & a varable Whose vedue 1s an adslress 9f

the variable It poals to. E's a type Construcler.

( an arrow Fw‘nls t0 a box)

/.

Q. Declaration . © the name :970 the Fvv‘n#.ar
Q the type of variable it will be poiting o
:Paba‘__‘to_\aﬁ‘c/l-%fe */wm’--«ff- ponted; /) here * i post of the Lype rom
3. Awgmmwaﬂ using the " address- f epesator &
Mm,e-of_ poiaer = % lvalue ;
e & 3/’%5 on arfous ?afnﬁﬁ at iy &?efand ( (74;37%14 ddress) 4 M{fﬂ‘ﬁ
o (& lvalue) 18 not a lvalue , re., the location .s»f a vourshle
Can be accessed . but cannot be Ma{,



A pointer Can antj poiit o addressible dota e, lvalues®

4. Derference . Lmrgt& “esitination " W

* name _ &f pointer = rvalue .

Lvalue = * name _of - $po iter

.« X olerefamas a Po:‘dzr, To read [write the value &f the
box it points 4o,

o | *fwr‘n:tar) can be both (value or rualue
# :DM\L?L,,E? poriter s a pointer to Swf—/u“rﬁ whose memory fias been oloallocates

N Vsid pointer ( void * ) [[somePer

/o Void x 18 & special type for Nuss ( defined o stdio. b /sedleb. 4)

a Pointu\ With numerics Lalue ”f 0. whee Mmc/wﬁ will be /p/aaeo(.
Q. A verd Pﬁnﬁl‘ ndicates a fmmr-éo A/Vr—b]’]%, o 1%
Wwble with Om(j vehen /’Jﬁ/‘nierW
3. It re~ cannot he olemfuanceo( /wrée o&me MMM/C‘ on .

o A Seﬂﬂwn-bmn 7@«4} vceurs when trging o Oler%e/‘mde Nuzs,
(or trying to access any “Llanp " region of nemory )
4. Affb‘w‘m:
O retwn Nz inthe “thue’s no answer" ense

® fetun NULL /f fwlctmﬂ V"M[s to treate S’ame%yt?f as ith
Smﬂmsd to oo
B Use MULL to indicate thy enul af a Lefmce,



W Pointus o Sephisticited Types
/. Pointers to Pointors

o % and & owe tnverse Wms_
- +&:we‘tﬁlaﬁ(£é%\ﬁ (
(int * < . et %
I ) P + % @ @ccess Phe value FP )

“Vg/ﬁ;n,é_le_,:jbsz . Conwelrsio *p [T ¢ ]

X int
p=axl o L s ) KPR ) o ppo ]
FF"QPQPP w**§ *pp=p 23 -
© xke= dxe= e PO USSP ¥

o Vossible emors related o asﬁjw‘nﬁ :

0) _Incamf;ta,ble “type . ed, *pp= X,
) Ze/f‘t siole & nst a Zvajue. e‘(?., &P.__ H’i /) H):&P & comect

. Pm‘nZus to Structs |
e The order 0]“ 0]7M4-'D\0718 . % omd .
*a.b = *(a.b) J/ . hlas fr/\vn‘w‘ﬂ.

o The > w{wmtol‘-. D aferefuance wfm"m@r-boa Struet & Seloct a f;e(o/
1y 9]

A—>b = (*a). b
which means . ( 4 & a(Struct *)
} b s avé‘euafﬂasma_ '
e b= Xap; [J=#(apy-*gsp (671

Lt C= o>, V=(%g) %= a.x



3., Const
s a gualifier Cwhich madefres o type)) thar regulates
the varuble of a tonst type ot @llowred t e/mnf-e
(0 Pointers 4o a pre- alaf}‘n.ea/ eonst type variable ;
Censt ont X=23 3
Const int *ID = &x .
where X Cannot Le»wo&‘f}‘o( nat:{.eréj . X=4g () —
error
nor- é:j : *P_:;é (X)——J
O-thurwice we w;uga W[arefmlr‘ée thes
roo.
A%%19nment reao|— on ' xp!
| gn of On@ Locatiom *p'
Besides, such poinlers MusT fe defined as  const inr x
-I-F we Wﬂ\'é'e: Const nt X=3 - |
tnt */9 = &« 5. (X)) = Warm‘nd_
Wer\.wu g4 C«m]m[’é/r wam,;nﬁ Like A |
Intiadization olistards * eopsy’
Wﬁ”ﬁm/ow‘w
Target tupe [ enablesl 53/ W 1 |
be ing oy ot |
Guse NIl Specifing ' const ' means P ean be useol o
moolify st read a value



Wwhere X can be modifiesl by . wmt K=y ; (V)

but canndt be pmocified by . *p=u; () eror
because we ore wﬁ’\'ﬂ "% s varable that can Le oolifred .
andl then " p Xk a ponter which we can enby use o poal
the value it poils at, rot modify it " ~ this dses not fmfose

new, popr yiolate ex/‘st«‘rtj, restrictions en X

3 Tie mer rtself & eonst.
int * Comst D = & X
Where ¥p land x) can be charged . Xpo y o ()
However.  p rtself cannst be changeol . p= Ay ; (X) - amor

olire
In Swm, on&jtﬁeolahl;lea[amdas censt Canno‘t‘bec/wﬂu(,

For —@xa/m?)/e ._ ' Can we change...
L dedwwrn wp xp | o
Lt *% | int * * P v o v v
Const int ¥¥p  const inz * * P X v 1
l:nx*can;t*F It *  Comst % P v X v
nt X% const P int x ¥ Const P % v X
WW*“"%*FW Int % Comst ¥ p X X v
Gt ink** eonst p Const int % * emst P X v | X
W*Const*canﬂﬂ int * const % cout p | Vv X X
ComdT T % comt |CMST L ¥ Comst ¥ comst P X X | X

*CanstP



a Pasics

s A}’] Mﬁ\ﬁ I;S on 1\110&0(%[& S?Wae ‘{f m o-f 'fAQ Same -t:/Fe
« In(, aroys are Storedl 1 congeeutive addresses in m.e,movj

. The mcme,mf the artay i a pointer to the first elemet of WW_M
M Declaration.
/. Mo initialization .
il »YArray [ size] ; HEHEG
where Size ean he a eonstant, or a Mon-eonsta ek pression’ ( afeer c99y.
2. With intialization oata |
O # (elements) = giz |

it mghreg 4= (428,53

S 8 (e/emm‘ts) < Size .

B Mj/lrrmj[rr-J - ‘(42,,7} ; m

® #H (elemedts) > sizp .

Receive or wa,rm‘nﬁ_

@ Omit the d«rmj Size .
;hxh\ﬂAﬁ‘aj[]:iﬂl,IT}; [@]7]
3. Same anth to initialize Struct |

ypeolef Struct -mJSwa (
wt X;
it y;

2

5 pysStruct ;

myStruct p = 3.4}, or myStruet p = {ox=3, Y=4

Ana.rrajj af S‘WGTSM&COMfaSM/e 5
myStruct pL] = f(l),D(‘:%,.ﬁ:Q}, (. x=0..42637%



[ | ACCESS"lNY‘ﬂ an A’ﬁ“ﬁﬂ . two éZ}Li\vaJwI waﬂg‘ ‘
0 .Ino[exirtj ( zerv - based )

[2] 93] 7 S
y ¢7

VLJArY‘aj[o_] "‘jAm‘;‘ID]
inotex‘wf] owl- of— bound 1& on error that the w,oiler Cannot oletect

@ Pointer arthmetic .
¥ (Omyhmay + i) == myAmoy[i] S
i-e., ngrmfj 4+ == géh'\jAn‘lhj [i]
R Passirﬂ Arrajs os Parameters
® Must ex'PIjo:‘"tLj pass the size of the amoy wéoyxﬂ with the arroy '\t%lf'
- int "@Func ( tnt * mﬁ/&rmy , Size_t Size) { -}
or it myFune Cint myAmwoy (1. size-t size ) { -]
© Make a struct which pils the aray and Tt size together , then pass around

e Sizet : a type name or unsignul integers thal olescribe the size of fﬁio«ﬂs.
Tt's recommended to use 1t for olesw'él‘nﬁ / Perating the index
e{ an oAy
. Be careful Nt to retum an aray created Locally in the stack frome .
Le., a a&MﬁUnﬁ pornter, to avoid unex[:ecud behow,or

wamjnﬂ . function pretuns address af local variable [-Wretum - [o0al- aolidr ]

Use /w»? ( malloc ) insteael .



OlAf-éu“ lo  Use “ff Poriaters
- 5‘17?'3

I S‘D—Frﬁ Literals »s. Armj of Chous

String  Literals Array of dass . ( Strieg )
D ? A5 ol s o s
x tmwd ’\O' Crudl Hemiraton 1% ( I+ 15 Astn\'j , enoled with “o')

* wrtten oown Hsing ==
"Declaration Const char ¥ str= "Hi\n"; char strl 1= "Hi\n",

4{7”1 1 Stack  Stack

jERTmPS

Heaf
Static Data Heap
Rendd Qﬂz@ Static Data

Can Moo&‘@? 3tr = Qnother_sti~; Sth= another str:
TSth=lal; X *str= '’
StrLil='a’; X Strlil="a';
Cgﬁm&ntaﬁan fawbt)

printf (%s") print out the literal print eut the chars wnril
I.e., accessed as 45‘2}'“!* encounter ‘\o'
as 'stn‘n.j' ‘ ie., may access pass 1+ bowndl

if not null tesmingted .

o ¥ ed o Bettor to resuest extra Spa
Other Notes St Cannot L2hwob7‘? , o 2f pace
thus cannst be the oestinati ~ OF intiadization to Aol
of strepy | eic. mete cmnj chors |



. ZLiterals
I. Defition :  a sﬂiwﬂa’- bf MWM
The Compiler Wik add '\’ for literals only
2. Pointer type . const char
. If declared 23 . char ¥ str= " Hi"
thon Teceive a Woming with (- Wivrite - strngs ) flag.
otherwise Ft's Comprled successflly withald notice by olefaulr
« If ty to medlify Str
then the progrom Wil crash with o segmontation Toulr.
3. S‘tm:je of literals
« O The loader places the literal data into /‘eaw(—onl,j portion af
Static oata section .

' /. k [ AC P AN . X /], X B N /. A
oo~ . e portion F the ©S whitch reads the exe frrom the (3R
| j /
iii_;‘i ’;L/‘ft“,\ irf'q-* $ SeEea ,JA'{'S IMmEINoI LJ ¢ D1 ’, o , e ,{ /
Ie J

@ The loader mm/es 'l;/mrfartwns aS Non- wrtable o1 the ¢ age table

N ;“’LU»“ ﬁubécj ;u STNCTWe ?/uﬁ! A\ mainZini s + L&s( /bb

"u : 22 5"1, ms /fLLleJIU c tue /U/ i‘t’(w&.'c e .

© Aittempting to moo(JTj mﬁl—e—nlj doata will cause the Aardwane
o WznibW&S ord then O3 will kil It
; e OS fermal )

WR% ¢” am 1y .
{ ,M«,p 5 ‘.u;\mxs/»\m/uj exXe u,:m;g uzu")./( l‘cm J owi™ / J /
|

. W@WWTM?MSWMPM—WLU Glo—r'b;\o-n()
‘.‘Thﬁfwisnmdkrwseaf, MM&AWM&&W.
¢4 wwwgmﬁwwwr real Litesals in ene location.

" " "

.
Le., Str= o St2= e

then ]
T 1

Strl=Str2



T Pn‘ndP’“ when o'éealblrﬂ with strings .

1. Stings are Just amoys wf chars Stn‘r\\ﬁ varable s simply a 7)0/1,@/\
Nething special

R Use the browledse of ~types / poiituss / armas to understond every-
-du‘ztj abeut SWAGS‘

3. The only Aifference- s that there are mony built- tn funcr).ms for
Stn‘:gj o?cmv‘m baseol - -om vhz faa that Stn‘»tjs enol with “\o'

4. TM]%M, make Sure dewmtd&f choss Is @m&r@% enoleol
with "\o' before ustnq any string - reloted functioms

u Mutislimensional Arra)'s.
| Mubtidimensional /Q'm%ﬂ | | /]'rrwcf—/ -«72 Pﬁnﬁts ( -ba Anvﬁs)

Dec/aration Aouble m:jﬂ/(ﬂﬁxlzjl[%]; devuble rowo[37;
Goi Bo olouble * myMatrix [2] ={fm10?
Loy in Fown) L0110 | To1Li] | TodLs] P L L) )
M D300l T D Curs]) e it £Ej\—)—\
D101 Lrowi o] [Pl T | <. . .
) DJ[IJ“ Tw I pow) [2]
tonsecutive L11 o] 0 mwwrj r:w;‘ 2] )
Lol [2] = 001* oW % [ow| -—> rowiTe] j
Lell] sizedf (olouble) '
my Matrix —> Loyte] F ror s Trewols) )
Powo[1] 5

Totad ':j = co| * row szcvf (*o(ouue) rowo —) rowo[o]
¥ Si (do 7
izeof Jole) g
Y@Mﬂﬁxg & rewpo }
(value 7 my Mothix is NoT an lvalue My Mathix (s MoT an Llvalue

myMaarix[n] 15 NoT an lvalue myy Matrix [n] 8 an Lvalue
\/‘—\/—-\_/ :
TAzj're. not the same Types; cannot comvert I‘M—Pb‘(‘)bf:‘j



I, A Tfew more words abet array of poinles R arays .
0] euaw;,g, MﬁMp:fHA[f_] = resol a Vodue ~from memory
instead of caleuloting an offset ( Like makti slimension asmeys olo )
= Pperfprmance /‘m?[fcﬁ:t::‘oné.
@ Rows can have olifferent size.
® myMamixLil & on lalue (a pointer) | so we can charge where

the Pointer points, ov even Amve Fwo Ious (pointing at the Same acrs
@ use char[1In)] 'w’ﬂﬁmm}m Mﬁ’um&w‘fs_
e Arm\/j df S’tn‘nﬂg
D Canngt omdt the srze af the seconol olimension

X an artey must Frow the gl_%ePee;f /‘f*s Q/M} |

char strs TIL3) = [ "ab", "ed', "ef" 4., “gh" ]
O If oleclared as a maltidimensional aray P choss | the
uninitialized slots whll be f;ﬂca( by "\o' .
char words T2 10101 = " Cats" " Lkes”, " sleping. "}

—>

Make sure t/iw’sé/wud/hs?fw'far "\o'
@ Declared as cmmradume‘n,tmtosm‘/ﬂs olows uS to Aave
+ems a'f oé«‘ﬁouen;t /wgf—/vs :

Const  Char % words [1 = | Caw’, " Likes’, "Slzﬁw%g- " /VMLL}

Tt+s common to end an array o Stings with o MuLL , such vhat
Lﬁff’s Can [terdte the AJ*M—CJ with ot ,é/wun‘,g the Size ixn ?7‘1\01“?_
-~ When wﬁﬁ\a ﬁncﬁans about strings , oleal with the 9)aec)a,1 case o NuiL,



B Function Pointers
/. Motivation |
Make a function Poinler a parameler To & ﬂmcwn we are wn‘ﬂf@ ,
So thatl we can usetéLSame framzwmé ® or Pa'hferﬂ to Pealize
oiffereat functions.
Q. Declaration .

o As an dgument . et type (% func_name) ( arqument type, ...)
e, void doToAU ( int*olata, intn, int (x£) Cint))
Tor (Cint i=0 5 j<n; i+ )
) data [i]1 = f(odatali1) |
, f
Tec/uu‘7aﬂj . the hame 9fo:1\4j ’ﬁmcﬁ:‘m 1§a7>m“nllf~ b Wvﬁa\m\?ﬂ.
© Use typedef o Jmml?ze & function- priters—type that hose
the Same Neum tuype and anfuments’ types

‘b:jpeo[ef Pdurn_'tg?e (*i./tw,‘tgfu.mme) (a@umenl_%e., o)
€., typeolef int (¥ int_fune_t) (int);
Vold oToAll (% int* oata, inrn, int-funct ) {

for (Il L=o. i<n; i++ )

; oata Lil = £ (olatali]) ;

3. Use verd # as argument’s type o function fm‘n,tz/:s.

(a ,P'Uﬁ vler o an W’?%Fd'f‘f?’\éi@l tyf’c T olata )

e« Motivation . allew afmc-a.‘m to treal anytype of data mfrg
the Same a/%oﬁtlbm. |



o There's a danger any time You use voiol % . .
0, &Wm?mmmuw correct type .
especially oeal with mubiple -dlepth pointers
© If (oid % var) s anowrmy, take the size sf 1S elements os
an rgument os well . S
Dtherwise one can never iterale through the elemerts /[ o Pointer awithmetic
to an uﬁs?eciﬁu( array type .
©) Us;m)zéj make an wrapper function -I;ofmu}oée a stnplor irterface.
o E/XW/e WAL

“, ’ o " % . N .
A C Ubrary fas a sortiy function | base & theomay sz’ s the size of cach

\ \
element wn the wﬂ”dj_

veord gsort ( voiol # base, Ssize_t nmemb , Size_t Size,
int (% compare) ( const void x , const voidx ) ) ;

W Use 950t to serT an amey 0,7 sté?kgﬁs

Bt c-vwfmgm‘n;.js ( comst void % slvp . comst Void g2y PO

Const char % censt % S/F'l;r = SIVp ; W Veld % —> ComsT char x consl

Const char % const Szf)tr = S2 \/F s W Can /uq‘-vt/Ler:c,/waw “he

Peturn Stremp (% Slptr . * S2ptr) ; chap nor e *SIVP ( Stro)

}
// ) )\{L,; 1" € ' Wne 7 1

voiol §&ﬁ$wr10ﬁmﬂ ( Const char ¥ amay size_t nelemedts ) |
ZSori“ ( éum:j , nelements , szeof ( comst charx ) O"’\fmgw"ﬁ‘ >j

e

} | [AlFEE ]

char xx artouy — lero [ stri | stra ]

f T

( char %# ) SIVF SLVF ( char %x )
:SIP‘[;P =SZF‘H‘
(* SIptr ==Stro, * Saptr == strl )




o Sewﬁ‘;ﬁ HaZMOIS

Ls Sew/n‘@ vidnersbilities . an &-Fpartuni'%/ Tor a maliclous usen
to abuse the softwedre anol Cam,f)mmfslc +he ffbﬂcﬁ‘aﬂ_&b"bj of the
Sfstem th Some way .

I. Buffer Overtlow

o buj . 'me‘a(.e a ?osgfb}b‘tj to write a Stn‘/(\pf indo zmamﬂj whieh

18 too Smald for it |
. OFF”"M?J 2 Overwrite the retum address

+ method . @ Craft the inpur String So thel the new restreom address

peinis to Aer coole . yohere ~then
O Lcrafe the Mfuz String so W)r/z program does
Whoever fen instructims tell 3 4 oo
O. Unsanitized _Ir\/f)m?l'. '
o« fact: Some Progirams use Strings n a was that certain charadlers
are spedal.
€9, o primtf — %
© Comumand shell — N ( hack_ticks)
® SQL - ! <$éngufuomwwfﬂ£/;wu)
* by,
® Char x inpuf = r@AAStn‘ng();
Printt ( input) ; // comect . prinit ("%s", E,L/puﬂ ;
© ot carefully perform inputs sanitizing when reasting string
Trom the useis and include Mt n Some contoxt whsre CAaracles



P
¥

o method .

0) mact Stn‘nj attacks .
The attacker Crafts an Lnfur which contains 7%-cmuersion  and let
printf take the dat where these asqumesits should le , frrmat: them
as olirecred , and print them .

Even werse, use YUn whith writes the number «570 ohoracters Printesl go
far into a memory oeaThon specified L:j on (nt +) Pwssepl a3 the
oppropiste agument | o moolify the memory

® Command shell
wite commands to execute within  that Gives them access

to the Wm —bag,eu‘n,/ moolify Wm

o sac.
'TgPeA’aww(Ms wMWWW,ﬁ/&wM@M

on arbitrery command of hs chovsing . in .

SELECT % rom Users WHERE name="' StrTFvom User

K
<
- g
S
A
-,

- '?f:‘
B

f [ PR Y
) PO Y., S of b\ .
ConsSt Chaqa “f'(m:% E %»d\n



| wfw Il ln«remc:f‘:‘rﬁ With +he User and S/st‘em
n The 0/»:9741'?5 ng@m . |

;o OS . low-Jevel Soffwwre /‘&sf?miélz ]q""”m""j’\’ﬂ all af Hhe reseurces
on the system Tor all progroms.
3, S(ygtem Call - ‘{erlsfers Contred ﬁ*mf/\z Fl“%fﬂm into the OS

-b/(,rouﬁh, which the Pregrom asRS the OS o access fard ware on ite W

. make %fem calls porecflff
( Mea'fmr Librarg call . e, printf used " write” zfrogmm
3. Global variable. - L’;,f”’ﬂ
« Variables whose Scope is the x eitire Progtom | 0S
| Hasolwoure

o oleclured oitsiole 070 adisf Praction
" EepeR Locatiom is not Faw o ary frome .

4. Ermors ‘ﬁm S%tem Calls
a jo/obai varable set 67 a ~foded ystem call .

* efrno:
The value can be compared with the vorisus constasils Aepined
m < errno h>

. Perror(" ") . prnts a a(csc/v‘/ot:‘ve et me ssage Lased o gumett

emo value + 4 user s=p olefineel Steng
Note. Mot +o call anything Mm‘m};//www?c ermno bebre Calling peersi
€9, an)rﬁ/mﬁ a/imﬁe emo. |

® P ass{rj Aljumm'[s,
|
. . . ( $ S Prp?mm a4.txt -n 3
it main (02 oy chur v o)t 10T
/ J ¢ Arje= 4
were Fassd' . I L \5 \o
: -h
each S‘«efdﬂdégu ’4 a'_txto\o
’ -/ mj?mﬁum \o



Access Patterns to the %md Line A-r?wnen?‘s :
/. ltem-bmﬂ vver the elements ﬂf argv.

a. Complex option Processing . used ﬁf‘l‘aﬁmj flags & Optwns
eg., gee -o test. text.cC

—Plaﬁ i’pt«‘en.
# tnclude<unisthd . h>
int getopt ( int arge, char % const argv[]. Const chor * OE‘t'Str?flj );

|
, . valiol &f'ba‘n 9cﬁnl-a&5uj T -Palbw.eo(
the option oaracter (g, o) Hon the argmedt i5 repuived 5 i4 "2 than sptioval
int &f'terr\,- i set to 0, then noWrM/{—?Lsfnn»tca( '
nt D—P'bmﬂ') //SW'GA:E—ﬁ?M unknown ﬁf'{;hm a/mmez‘.e/\h"w_
mT 67#!7\1; /) The next zuﬁvlimlzx] +o Le,mecessw(_ Tnitially |
char * (jp‘t'mj 5 A Foz‘nrto the Wlue oﬂ"‘tAL vfthm ijw
6‘3‘) WAAIE (( C= jﬁo’blr (WJC: a'(j\/, “abe: “)) {:—l){
V/4 Cﬁﬂj—amﬂ‘ .S’ucc.e/Sl‘w(j to fead tn all f[aﬁa ‘

Suwiteh (¢) 4 {
Case Ia/ :
case b
Case 'Cl :
cvalue = opt
bread ; P “‘j
case ‘2", N f not inThe 0]775'07“'3 ,orm)ssb\aﬂr option Abpument
it ( optowr ==
"fpnllit’(( S‘LaLerr afbum ~Ae f‘%vw»ej Mﬂgwne»?' \n” «?bw).
else i ( Rprint (&ftmm) e b 3

f?ﬁﬁf{g‘to@rl‘ ' Lunfpoum ﬁf‘bunﬁ "_Ae* \n , W)

. 3

—fprv‘n:rf(s-tplm, " inlenow~ uf—t)m chamacter ' \xZx"\n

petwen 1 optont );
o(efwbr: abort (),



e TAe eavirenmment »an:tw © char xx erp ; .
L, 4o an army ﬂ&stnnjs cm-tawu@ the value of Vma/él-% . name= Va,lu

Fl,mc'bmnS: 3e/Tezw, SerenV. putenv, unseteav.

N Pmcess Creation
I, The shell mokes a call to create a yew process (Hfork)
make an identical copy st current proces
I shell mabes ancther ststem call ( exeeve ) to replace its runn
m . 5 :?: WI\/V ¢F ’\ﬂ
?mgfmm with the NfM ?ij%m (bej, argv, envr)
M. OS execdites the execve Sjstem call .
/. tDest/‘oj the Currij ru,mung program .
3. load the sfecifie)( executadle éimw:y into mematry
3, Set the sxecutable execution amow To a Starting location
IV, The swt—g{z code calls main ()
Ls tn Objed'.
/. Calls varous func‘lx‘ans which initialize the C ULrMy.
Q. Counls the elements of argv to Camfwte arge.
3. calls main
V. man( ) 18 execided and retwms 4o the Function that calls 7‘t/5‘ta:—7-u7))
: ole \ . "
VI. The Stat: uﬁco performs any a/umuf repuired by the C Librasy
W C’AUS \e,z(,'\t_; ?MJ{SSW PNdTa_m’ andl passes /s_em",g Status .
VII. The shetl makes a S(’75tem call which waits for its ehilo (Process(es)
to exit , and collects their retwn alues



m Files - Open . Read ., Write . Close

|

L. OP un',ﬂ 4 F“e ' cAneling x‘*"{i“'/ svlont / stolear

7 data , which can be read
or wﬁﬁen)

which Aas a current Position which M“j advance wpon an operation

Ly Cresdtes a Stream ( File x , a Se[uence o

1. Function . ‘]Capen
" w'

File % -FoPen ( const char * filename ., const chor x‘ mode )

moole .
Mode 1ol akro e et ei? Tuncre? i

C el ne by
N rwoo Toils ho Le(y;‘nm‘nj
w w Crented ys beginning
w+ rw creoted yes befinnirg
a W Createo| no end
a+ rw 7 ereatedl no e,'llﬂ(

A4

Suen it the program meves Py
i

2. FILE Stmuct.

curredd pesition ¢ Ise where,

o Contans a Tile alescm‘/v-bor instead of the file name
v

a numeriead olentifier returned to the program by the 03 when nadking
open System call.

° ¢ "L'A—e Stale Ofofle,
‘ data + ?ositz‘cm,

N—Ele . / path /o / file
mdz‘: Pw(
eof : Tolse
s o I Seme cottents un
urient /,Ws;t,‘ﬂ_
the file + - — -




x. ReaoU@ a Frle
& ']cge'l“c . read one character at a time

int fjdc ( FILE * Stream)
. EOF (stdio-h) - Pe char that indicales the ead sf "ﬁ‘/e,.usualt\«] -1

. ‘@e‘tc( ) aovances the carnertt 'Pos:‘-&‘.m (n the Stream v
Don't cast to
: C’J\N‘ when ‘uogf
exa : Juolgg
mffe EOF .
it ¢ ;

while ( (c= fgetc($)) V= EoF ) §
Pn‘n:t'F("%c e
i

&) 'Fgefs . Nead one line at a time \L%tg,/ﬂ(-gii the last o(ffft &w‘:«:?/&

char % fje'l‘s ( charx St~ int Size, FILE % Stream)
T
Store to Str[ Size ]

o fetum Str if it Succeeds . In thds case, str s \0- terminated |
o Petwen Nuzg it o .
(1) it encounts [EoF bLefire reading ony oata
(i1) 1t encounters Some error
use feof and for Ferror o e&‘s-ﬁrgw‘sh the two cases

example
Z,ol@ total = 0 ;
Chor Line [ ZINE. SIZE] ;
while ( fgers ( line, LINE.SIZE, 4> | = Muce {
it (Strchr (line . "\n') == MucLe ) §
printt (" Line is boo lovg 1 \n "y

Petum EXIT- FALLURE |
Z

total += ator ( line) ;



B fread : read son-textual olota e.g., images. video, sound , o .
otheTile whue olata s cn a binary fommat,
sizet fread ( Voidl x ptr. Size_t size, size.t nitems. FILE * Stream)
£ 1
'Pafrit%r o the data to write . ]\ numbardf items
Size of each item
As with 7‘736!3 (f--) . e""f"’ﬂ Teot/ Terror +o obtain more Cnﬁm‘w’\m
it fread retums ﬁwer/‘fms than You Nfua:tul_

@ Tgets (galine) + Sscant / focant . Fead in formatted cput

I . Wn‘t:‘:g Files
1. Al functioms witte ot the current posttion in the file. and advance it aceordigl
a. [unctions
o fprintf - Tormatted print -
eg, Tpintf (1, "%d\n". e )
use it to print to the Standosd output . fprintf (Stolowt, -
o1 bs print ermor message . fprictf (stder, ...)
o fputc (> - print & char
&) 'F]was (’Stﬂ‘rj) . print string + \n.
@ fwite . e write non~ textual dota
Size_+ fm‘z‘e ( const voidl % ptr, Sizet size, size_t nitems  FILE % Stream)

Note . errers may be detected eser lator ( C function buffers the olatn )



Iv. Closing Files
/. Function . fclose

int felose ( FILE % Stream)
Netumt O (success) , retum EoF & set ermo f fuils.

3, CLOSJ}}? the sStream Sendls any buftered write data +o the 0S
then asks the OS to close the nsseociated Jile o(,éscn‘/o—&or.

Moy not access the file once closed

3. Fail to close -
@ Reasom . the meost sedons me 8 arises n Circumstances where
the olata Canngt actually 1o be written to the wnderlying
harelware olevice .
@ How to fandle the errer-. CANNOT try again (i.e., use the stream).
* In an intardtive program :  inform the user- & take Comective

action before ’Pmceeaé:‘nﬂ.
2.9, use ‘Fcri)en»sej / fwritsg / ‘fcéose?q after the disk i 'ﬁzéﬂf
O ALWAYS check the retum gtatus.

eg, it main (Lt Arge. chor *# argv) [

if (age 1= 2) |
-anWt—{-' (stderr, " "),
Preturn EXIT_ FAILURE ;

bl

S
FILE *» T = Topen (arguril . "r");

it (f==Muce) |

P ( ”" n ) ;

retwn EXIT. FAIZURE .
;
S

it ( felose (£)1=0) ¢
perrer- (" ") .

3 retum EXIT_ 'm 12 URE ;



m O-ther Interaction$
o Make accesses étflleaﬁ'ﬁo be stmilar to awass«ug -fvles M-&m\j 54 Rk’
/. Transfer olata across the network

O Moke the Socket fdsﬁo.m call to obtain a 7‘2:0. ol&scn‘P‘éa—/\ﬁr A Socket
logical ab )
g Straction overs which ooty i st#@\
© Sod oot acrpss the sochet by “sing " write” systom call

o1 feadl Trom -the netwerk. 5:1 Msinj “pread”
&
P}{)e
coit texttxt | grep "name” | il - |
Naa?/ wrte |
3. Device S’/)é.c)al f)‘[es.
L> appesuss as file (e.j., Can be seen ‘Tf (3" . but Aave a s/aeo‘a,! +ilo
type Ma&‘cml:irﬁ the 0S shsulol faﬁm ﬂncﬁm.b‘-f:'j, not readl /uiite.
usual@ wn olev/ ab‘reo?vcj.
e TH”P;W@ Sondled b\j S?/S't&m calls , but m“:j not tivolue 74& d.uc/v‘/a‘taﬂ,
e, }aﬁm@f@ﬂ i ﬁr/e enelie , €lc.

. WWWOSM‘&W rhv%m-&kewvfs’w a%a/wms{%
— o::tw!\/j*kime "('“”'57 s OPem-b:‘on, = $7



UAftzr- /2 Dynamic Allocation
® D/nam:‘c M.emory Allecation
o reimf a sfpea‘ﬁc cmovnl of memory t be allpcates on the henf.

e not ﬁuo( when ﬁmcb‘on retumns

o When an allocation fre{w/ﬂ? cannot be satisfied from | S‘C:}d( local variables
+he oxist?nﬂ free bLoc/Asvf memony the allocation t
ey o by bty i 8,

e upper bmp(a;y af the /.m?obe trereaseo! .
€., wﬁ‘@ ~he Au\f -[;ojramr‘

# tneluoe < stollib. h > # (nclude <stolio-h>

m void ¥ malloc ( size_+t Size)

o Argument . Amarmomﬁ ﬁy% to allocate.

U
use sizeof () operator . can take either a ‘%p@ o on wfmss/‘orz

L, evaluated ot Co'mffl&-bm, Not runtine

exomple .
int » Wy/hrnj = malloc ( 6% Sizeof (@nﬂﬂmg)) )
o return . a Foircte/r to the allo cated mﬂmmj
— It Size= o, then retum either a Nuz or i unipue pointer Value that eun be 9uccmM
~ If malloc Youls, then AMusL s petumed fass 2o Peut)

~ Check the retumn value hefore trfing to use the poinzin
. /Vuéinﬁ the caller hondle the error/‘sagmelstm&gﬁ_
. /l/ta,uocfnﬁ cﬂmf/w( tructures
D If you're writhy a furction retuning a. porivter of stret, hen
malloc the structure first ( no mather S~the struct contams arroys

o~ ot )



D) _‘L-f’—ejuzstmc’t CovitainS ormays tien%emﬁsne@( 4o be
malloc ol w?bu‘td:j as well .

Eocwnfle =

typedef struct {
int x;
nt \'j;

:(’ Pot‘nl'—‘f,‘

'bjpeol.ef struct |
W rum- Fﬂ';ﬂfu j
point -t * Pm‘nl,s ;

§ polygom -t ;

// [etunt PLX'I\!‘:{{I\ o a Strudt

polygon_t * make &ﬁu\g/le ( point_t &, peini-t c2) {

y hallec the wiwle Stiuct it

polygon —t » answer = malloce ( sizest (% answer)) ;

onswefs = l’w-m_])m\nis = & ;

W malloc the p ornle~ (1 the Struct as well

answer = raﬂxls = malloc ( answer - M-Fw‘ds *
S?z-aaff ( * anSwer—> Poiils ));

/% As%bnmwz *x/

Neturn  answel ;

LR

o Create a Copy of Struct ollo oauted mwf
®



Shallow  Copy wezp Copyf

polygon_t x p2= malloc () ; polygon_+ % p2 = malloc () ;
*p2 = *Fl; p2 —> /uun_})m‘,#s = pi=> Mm-foi‘n:fs ;
[2—> Em‘nl‘_s.: mabloc () ;
for (int i=0; i< P> pm. poinits 3 4+ )
P2~ Ppoiits Lil = Pl points [i1;

J

| —> num_Po?n:l'zi Fl == W-Pﬂl\'ﬂ=3 X=0 x=3 X=¢
P , , ,
podits s/ x=0 x=3 ¢ perts  O— Y=l Y24 y-»
Jj:l 3:4 J;z
b2 m‘f"‘l"’;’#’;/ 2—> n”_""f"'\"jzi/'ko X=3 X=C
'P&”as - | ?m’d—s | 05 | H:[ :1::'_('6 g'/':z ‘

Tree (). It p1 & changed or freed, P> (S not affected

If free ( peinis) & free (p1),
P2 = Ppoinls will be a obndlhg Poietsy

M void free ( Vool # Pt ;
* Arjument . the Starting adiress of the memeny  fetumeol Lj malloe .
@ If pir==pNuiL. ho operation s ?afﬁmeof_
@ If ptr# the Start of a A/ockchwmf, errer, erash |

; /1 / ,
e Varn A L4 A I o rire -~ ) ~ L na n A
¢ AL Ao ates mere hrumery than 18R eol Tor- orel keerp oa bt o Lay I
aT T
[Ash ¢
Wi ! ¥
N

O If ptr» lgnofon%e/w\f, eMot, Crash.

@ If o[ioub/e -fwehg ( free the same block more than once ) . Crash, S,ijaah



¢ Deraferuce Pointels that are Yheeol ( inclucling free () ) /3 an erroi,

o Fach mabloc should cmstano( to a 74‘62
> Mfa memory block comtain’ o-cAwa‘mars o other blocks on the l-.m1>
You shoulol Tree the 'an blocks 79731: hen the "outer” blocks.
e Memory Leak .

e (A}/ng,w loge a,[,(r\efmce ‘bvab/of/kﬁ‘f memory W\o{t/\.ememﬁk
still aflocated .

® MNot mﬂ)@ free () whan the Vﬁnc-b:‘m is hetumed
&) C/wuge the Pm‘mta +to that block e.q-- feassign . mave,
Pay atbention to " Aiclden” mallocs . ., getline( ).

B Void ® realloc ( voidx ptr, sizest size)

Ls PLesizes a malloceel pegion of memory.
. arjumafdf:
O it (ptr== nNuLL) . realloc = malloe
& i'f ptr = on‘ga‘ml memory oallocatesl Via alloe , then returm a /9-77)1:&»

+ the new /waerlom-b?an on fﬁ-ehzn?
o The new locxtien in memery oloes not need + be neas the origiad [ocetion
o A possible memory [eak by er-éb‘nj._

P= realloc ( p. 4% szeo-{Q(%F))}
It realloc farls , p= UL but oloes not free the on@;‘ml block



m Ssize-t getline ( char xx L,‘MF . sizet %Sz, FILE % Stream ),

L reads a single Line Trom stream ( arbitrary length ) , and stere jt

® XX LI‘IL&F :

© It (x Linep== puw),
(malloc)
de‘t&‘rw( Y will 'f/‘rs-l: allocate an /‘m,f/emen’l:a't?an . Sfea‘fic- amont

of memery | o Store the characters.
If T¥'s not long enowgh . getline () realloc Nxf@i@l@ a8 peesloo|
@ If (* lnep » a malloced buffer )
3&[4‘;11( ) Will start with * Unep ( S/ze = »s2 bytes )
If not enough . realloc ( ) as neeoledl.
Nete that the size of malloc / realloc 15 not necessarily epual +o

the number of chous Stored .

e X SZz .
lm‘b‘ujﬁ Fasseo( N as the Size 0f malloceo bulfer

Updated +o cumest sﬁfﬁf v Linep alloorted

o retumed ssize_t .

O The m«mbar#z chors written ( Gﬂ“ﬂ?ﬁ'ﬁ \n, hot M""ﬂ \o ).
( bﬂ'ﬁ?S)

® If reaches EOF , or an erer, thon retum —|

g Flets ilegol () n bnep s Heironarns
Hello : * 52 5 7
Ellee len = 6



One can write a Lov[:? where no buffer 15 (?raw‘o&w( the Pirst time
srd the same butler (s reusesl on sub u,fum rterections

b%amrale Store fle conteals nlo arrey of sﬁvr\ﬁs

Abjped‘e-f S'{:I‘ILM H*’ oo - )'! ;'}-;:2“ ! 1

mj | m—

Charxx 085 (aree dol2 4> hork
I\m M ; ,,{/ f.;‘.'i!',,;- f » /J\/'.,F;: {

] oata_+ ; L

olata_.t » StoreData (FILE *t)f

>

B

data_t » artay = malloc (sizeof (xamay) )
/% check fou‘bune. Defoult otherwise x/

mrolﬁ—> Cousdt = O ;

9()‘1“0'(5 > oata = NULL; // usIng ,;,!,:1;.):5"!‘,'[{:.1"1}«':\5 o ata
char x line = Mucil s

sze_’t SZ = 0O

while ( getline (& bne, &sz, £ )>=0) {
artol > data = realloc ( orray—> datn ., (Qrroy > coui+1) %
S/zeaf (> W—>9{aﬂ4) )
array => oata [ orey-> erwnt] = Line;;
J Line = NucL;
oty — Count ++ ;

J

free (Liney 5 / Don't forget.
retwmn army .

void free Amay ( olstat % amey) |

'ﬁ)r( gt =05 1< W»&m«f\?s 1 ++ ) f
Free ( asron -5 detaLiT) ;

~free ( arroy > detin ) ;
free (amoy ) ;



EKW’@Z :

int maun

P

Find +he longest Line tn ofile

(& int arfe, charxx argy ) {
it (a,rjc l=2) |
*fph‘ni'F ( stdem, " " 15
retwn EXIT_ FAILURE ;

]

FILE % f = fopen (argvlil, “+") ;
i f==muyp) | o
perror (" ")
retum EXIT_ FATZURE

?

S
char % Lw.ﬁm = NUics

Size_t longest L&nﬂfh =0 ;

Char % eurenline = puyy

Size_t $2= o0 -

while ( getline (8 Line, & 52 .€) >=0)

Size-t ourtent_leagh = Strfen ( Line)

if ( WW-L&L}M > W_/-&nga%){
'Free{éavm);
Lﬂg%t: S‘tro(,af((,in,e)j
; longest_ length = cusen_ lengih
)
S

1 (felose ¢y 1=0) §
P-a"w (u " ) ;
Merun EXIT_ FAILURE |

J
it (¢ Lerﬂ%a‘ I= Nutz)y §

printf (" %s", lLongest) |
Ffm(%m);

bl

J
free (line) |

e ——

retum EXIT- SUCCESS






C/u,rrl-er 2 Progv*amrm’}j in he ije

Analogy - ?”j'rm s ﬁmc“tien
olocumesit ?am‘jl*alfh
0] H:‘J/har— | evel o(esij/n of the program .
@ C/wlj defined anerz‘bces between W'fff/e appropritely Sized modules .

& Abstraction
Ls the %fmt/‘an 0f Mluface frrm imzplman‘ta-bfan.

/. Aéstmc—bfrg code out inty functim as one éof‘cw’ unit.
Size [ Complonity of & function . <= 7 Logieal tasks.
Avoid Oucf&oa't?m of coole . Sfopd to mointain / 74)(
De 94“7117@ 9vftware with Aierarchical a/ésmdﬂﬁon,

h v

® lyo‘ttam—uf . Start with the smallest /milobrt? blocks firt, ond buill

sucoesswaj Ca-(ju eam,fmu:ts Trom them .
Pros . Jovd for incremertal -L‘mfrﬁ
consS . Aae to build the Mgkt blocks
® Top- down . Start with Aigh-level algorithm olesign ., and o(ew;em
sufpom‘rt? fmct&ms, Luntil /\Wﬁy Small eneuph
‘ﬂmc-b:‘ms that o do not need 4o abstract out drtthhe'/‘»\eces.
prs . You kw&xact&j what pleces You need oT every Sﬂf.
&omns . ‘l‘estfrﬂ .
(i bw‘lob\'j A '[‘est/‘rﬁ w a éo'btom—uf) 'ﬁuﬁa‘m.
(i) Wl*i'l;l‘lﬁ " —test Stubs” , §/\M?/-e /‘rmp/Wfﬂﬁ‘M&
of the Smaller F:‘ea&s whieh olo not e{c-tuauj Work
M}W@f . but exthbit the Nf/vt behaviors



= Kuo(abfb"bﬁ,
/. Function Size
o Tit comfortably into one stheen .
@ 7 logical umits.
2. /Vamirﬁ
The length of a pariabléname should be mear‘bmal to tﬁ.e 3/ze @f /ts
Scope , anol the covalwxrfﬂ of Hs use.
0] m""“"j conventions
e.q.. “aclol _t on the type name.
4 constants in all oAf;‘taJs.
“ prefix /‘mb‘m-u‘nﬁ types .
© glue together multiple words.
€q..  rum_ |ettess _ skipped wméemgk/ppa((iwrmfs/@me/m@

3. l:ormaﬁirﬁ_
© irdent to reflect the block structim
® place a newlne at the end «f a stotement.

lv/aca,mn:f of cw/J braces : " TJowa” style . vs., (78S, Allman Style. Gus,

4. Commm"b:‘nﬁ / Documentation
® olocument Oude Scale desagn

{ Inp 0 ppr b p fe N b o e \ Ahr 0 200 T2 =B b~k null e
> QL SCribk /(1 'P/“L m 0s 79t Codexnfs , TNL IMCETHLe ol LWELdt moeolult S
{ L {

) olescnb/e cach Ca‘mfonefd'

. :ft.'é{-': 2L t‘« vmglesy . retum Values
® do not comment the obvious .
@ exp/au‘n the mePec-teo(_



) W&PkMﬂ w T-enms
/. Use of a good revision contiol system. (e.q., Git. Subversion. Mereurial )
2. /‘/'L't-&’j'l‘a’bf\m
s pa sy ding  ragetng
m [ven /alzye,r ijrams
o Write small /n‘ece of codle — test tham —s st plece ...

e Dis u‘F Line
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